Know What Is Really Happening In Application Development
Executive Summary

IT Governance continues to be a hot topic as a way to provide better control over what is happening across IT and reduce risks.  With this drive in the market, many vendors have started to come out with products and solutions in support of IT Governance.  This certainly helps to secure a system once in production, but what about all the money being spent to build and maintain those systems before they even get into production?
For this, we have the category of Application Development (AD) Governance where IT Management can look to understand what is happening with application development in order to get the best return on the money being spent in developing and maintaining applications just like they would do with any other part of the business.  When it comes to AD Governance like IT Governance, the management of people, process and assets is very important.
In this paper, we will look at the different aspects of application development and how governance can apply.  You will understand what is missing from many of today’s solutions and how to leverage the knowledge of what is really happening.  Gain visibility into the activities that occur in application development and maintenance to better manage and govern the people involved while understanding what the systems that run your business look like to better predict the future.

Introduction to Application Development (AD) Governance

You cannot open an IT trade magazine, software vendor advertisement or even the Wall Street Journal these days without the word governance being mentioned.  An article written in 2005 by MIT Sloan School of Management's Center for Information Systems Research stated that "companies with good IT governance have profits that are more than 25% higher than those without"
. So really, what is GOVERNANCE?
Governance refers to the rules, processes and behavior that affects the way in which something is particularly done in regards to accountability, effectiveness and coherence.
IT Governance applies the properties of governance to an Information Technology (IT) organization to manage the people, process and assets which are made up of applications and hardware.  The need for IT Governance is often driven by a need to comply with some industry or governmental mandate such as Sarbanes-Oxley, BASEL II and others is what began bringing IT Governance to the forefront.  As companies have began understanding it, they have seen Governance as a way to start running IT like a business.
As governance continues to be such a hot topic to provide better ways of understanding what is happening across IT, many vendors have started to come out with products and solutions in support of IT Governance.  They provide tools to govern who logs into a system, what data is accessed and by whom and enforcement of specific rules and business processes.  This certainly helps to secure a system once in production, but what about all the money being spent to build and maintain those systems before they even get into production?
For that we have the category of Application Development (AD) Governance in which IT Management is looking to understand what is happening with AD in order to get the best return on the money being spent in developing and maintaining applications just like they would do with any other part of the business.
When it comes to AD Governance like IT Governance, the management of people, process and assets is very important.  Process includes industry standard processes like ITIL, and the ways that enable the management and enforcement of the process.  There are 3 basic categories that support these areas:
• Project Portfolio Management

• Configuration Management

• Quality Assurance

Project Portfolio management provides the ability to manage the people and put the process in place. Project Portfolio management gives management a high level view of IT resources, proposed projects and the status of projects in development (time spent, segmentation by type of task...).  Project Portfolio management generally includes a development process to ensure that teams know what to do when. Understanding the portfolio means companies are able to:
• Scrutinize application development processes, understanding what is happening within the structure itself
• Get a status on what is happening within their organization, to help set investment priorities
• Ensure that IT departments are following and complying with Application Development processes and best practices, making sure that the people are doing what is expected of them 
Software Configuration management enables organizations to enforce and monitor application development processes.  Software Configuration management provides version control, change control, defect tracking.  The combination of these activities performed in configuration management provides managers responsible for software development with the ability to follow and control the software development process allowing them to ensure the process is being followed.

Quality Assurance ensures that an application meets defined requirements for both functionality and performance.  There are good and mature tools on the market that automate “Black Box” testing, a significant amount of software testing is still done manually, especially functional testing. Both tools based and automated testing generally do not look “inside the box” to see if the application will withstand changes over time or if the architecture is sound, but focuses on ensuring that it does what is expected of it today.
Quality assurance is often performed too late in the software development cycle.  Even when quality assurance tools vendors guarantee that they support testing across the application development lifecycle, it is still necessary to wait until the integration testing occurs to see what effects the overall system may incur.

In the best case, the application is corrected very late in the development cycle. In the worst case, applications of poor quality (or poor internal architectural code quality) are allowed into production without even knowing the effects they may have.

Quite often the combination of Project Portfolio Management, Software Configuration Management & Quality Assurance, with some capabilities from Design and Development environments make up a comprehensive solution empowering managers to better take control over the situation at stake.  A lot of the information captured all throughout the Software Development Life Cycle (SDLC) can be used in the governance of application development.
Many vendors like Mercury Interactive, Compuware, IBM Rational and Borland are building governance dashboards or buying tools to provide better solutions for governance to support most or all the areas mentioned above.

Still a major piece of the puzzle is missing.  The piece enabling Application Development to become truly industrialized.
In "The Information Paradox" John Thorp described what he called "full-cycle" governance, in which CIO’s must ask themselves and be able to answer four questions in order to reach the ideal state of full-cycle AD governance:
1. Are we doing the right things?

2. Are we doing them the right way?

3. Are we getting them done well?

4. Are we getting the benefits?

As we just mentioned, project portfolio management, configuration management, quality assurance and development environments provide most of the information needed to satisfy #1 and #2, but what about #3 and #4?  When looking at application development as a business process and not just some unknown art it is imperative that we know the answers to the following questions:
• Are the business critical applications architecturally sound?

• How easily can critical business applications adapt to changing business needs?

• Did the development team follow industry and corporate standards?

• Did the development team - in-house or outsourced - adhere to re-use and architecture guidelines?

• How difficult will it be to transfer these applications to an outsourcer?  From an outsourcer back in-house or to a different outsourcer?
• Is the development team productive and how do I measure them?
• Which applications will be eating up most of the maintenance budget and why?

• Will the savings from outsourced development be overshadowed by high maintenance costs?

To answer all of these critical questions, the Software Engineering Institute (SEI) at Carnegie Melon University and the International Organization of Standards (ISO) join together in defining standards & indicators regarding the structural quality of applications.  This information comes as a complement of what is produced by the different tools mentioned above.

These quality indicators give deep insight into the overall quality of an application providing the knowledge needed by AD management to better govern development.  The metrics are described in Table 1.

	Metric
	Description

	Transferability - Readability 
	Used to predict the effort and resources needed to diagnose application deficiencies, causes of failure and identify what needs to be modified and how easy it will be to transfer the technical knowledge embedded within the source code.  Readability will also provide the information needed to know how easy or tough it will be for someone or a team who’s not the initial intellectual owner of the source code to acquire it.  This can also represents the degree of dependability upon specific developers (from in-house or outsourced teams)

	Changeability
	Used to predict the effort needed to modify an application or one of its parts providing information on uncontrolled side effect sensitivity 

	Solidity: Stability, Testability and Security
	Used to predict the effort needed to validate/test an application and evaluate risks to the applications stability resulting from modifications.

Used to predict and identify resistance to error (data integrity, error handling…) in case of crashes, or resistance to external attack/security issues. 

	Performance
	Used to assess potential performance bottlenecks within an application based on development and architectural best practices, DML dangerous statement.

	Maintainability
	Used to measure scientifically the cost of maintaining an application.



The quality metrics are just one piece of the puzzle. But the second piece is just as important and often overlooked.  It represents the need to know what development teams are actually doing or said a better way, how productive they really are.  It is obviously too simplistic to measure developers according to output in lines of code (LOC), by type of technology.  This measurement certainly provides an initial idea of the amount of work, but doesn’t take into account its quality, reusability or how much work done came through reuse.  Taking into consideration the quantity of code produced, its quality - as defined by indicators mentioned above - and relying on information from Software Configuration Management Software (transcribing who does what), it is now possible to determine precisely a production/quality ratio.
We can refine this output measurement even more by coupling its purely technical approach with a measurement of the functional weight by counting function points (www.ifpug.org).

With the combination of these quantity and quality metrics as seen in Figure 1, we can now truly measure the overall performance of development teams, whether in-house or outsourced and get the best out of them.
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Figure 1 illustrates quantity (productivity) & quality indicators of the work done by a development team.

Getting Started with AD Governance

There is a lot needed to govern application development, some of which many development organizations already have like configuration management and quality assurance solutions.  Currently organizations are starting to delve into evaluations and purchases of portfolio management solutions, but as we have discussed, these solutions only solve a portion of the problem and generally require a significant change in process to be implemented properly, but are all required for complete governance?  No, it isn’t required that an organization does everything, but they need to start somewhere.  The best place to start is one where tremendous process change isn’t required.  Application Intelligence is a place which adds great value and requires little change to process.  To gather and understand the metrics needed to best know what is happening in application development whether in-house or outsourced, you need to understand the overall quality of work from a technical standpoint. This means that you not only validate that it works, but also, if development did abide by coding standards, if they are breaking architectural standards, if the code can be reused and more...  Furthermore, from a less technical point of view, you can verify that the application is structurally easy to evolve, to be understood by new development team members and is robust enough.  This requires that the process not be impacted extensively, but that the information needed for better AD Governance can be collected automatically. 

Applications are Complex

An application rarely stands on its own or is made up of a single technology. As we continue into the age of integrated computing, applications are integrated together to provide complete support to the business and therefore they become even more complex to manage and understand.  There are often applications that do similar things because of acquisitions, mergers or just departmental differences that are now running together and sharing information.  So, to get an understanding, it isn’t really at the single application- level anymore, but at the system-level where multiple applications make up the system.  To get that understanding and govern the work being done to maintain and extend those systems it is mandatory to understand not pieces of it, but the entire thing.  Figure 2 shows an example of an application structure and the different technologies that make it up.  Imagine the complexity expanding significantly as it links into other applications.
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Figure 2 includes technologies from the mainframe, Microsoft, Java, Oracle and IBM

What used to be a simple accounting application to manage accounts receivable and payable now needs to connect to the human resources application, it needs to connect to the customer relationship management system, and often links into partner applications, making up a whole system.

All of this functional complexity induces a technical complexity much beyond that of human understanding and by far.  The need to understand dozens of technologies from the most simple to the most difficult including application code, packaged applications and database schemas.  Once the analysis is complete, a number of vital pieces of information needed for a good monitoring of critical applications are necessary to be delivered to the respective managers involved.

Managing Development

Architects must ensure that their recommendations become applications and systems which can be maintained and flexible over time, project managers are responsible for managing application development projects both in-house and outsourced and quality assurance managers are responsible for ensuring that applications are correct and meet functionality and performance requirements.  This puts a lot of pressure on the management to deliver in a timely manner, but also to ensure that they are looking beyond today’s delivery.

Outsourcing Management

Outsourcing existing software applications or new developments is a complex and risky decision by itself.  Giving away the responsibility to manage the company's strategic assets to a third party without being able to truly audit what is completed at the technical level raises some legitimate concerns.  To get the expected value from outsourcing, IT management traditionally relies on service contracts (Service Level Agreements or SLAs) and goodwill, wishing everything will go as planned when change requests are submitted to the outsourcer, but this approach is just not sufficient anymore.  There is a crucial need for independent validation and verification of the code once it is produced either by the company itself or a third party.

Once the decision is made to outsource the application, you need to move fast to save costs and reduce risks.  Technical knowledge transfers are required to accelerate the move of development to the outsourcer.
Once the application is outsourced, monitoring and control of the maintainability, technical quality and costs of the application delivered is required so that you get the visibility, hence the control needed to assess it.  You can need to view differences between application versions and drill-down into the details to maintain the relationship with your outsourcer.  Increased control helps reduce future maintenance costs for new change requests.  Transparency, fact-based information and control mechanisms all contribute to a successful value-based relationship.

Conclusion

Application development and the delivery of applications that provide value to the business is hard, but also most crucial to its success.  Software Applications provide the differentiation between one business and its closest competitors, they provide the insight needed to make instant decisions about where to take the organization and without such applications; it would be hard to succeed.  All of this being true, why don’t we run application development more like a business?  The Standish Group reports that less than 30% of all application development projects succeed
.  Management needs to start getting better visibility, predictability and control over development teams.  Application Development is still the only department where middle managers and executives have little knowledge about how the people under them are really working and the overall quality and quantity of the work they are doing.  If we allowed any other part of an organization to run that way, it would be out of business.  It is time to take back control and ensure the differentiation that application development and IT can provide.

Having the intelligence needed to ensure successful software development projects is more than knowing the applications will work today.  It is about the future and ensuring that it can withstand time and change with the flexibility that the business requires.  This gives application development managers the benefits of:
• Better quality - Better Changeability, Adaptability, Solidity, Performance and Maintainability (lower cost of maintenance) - through automatic audit of all work produced and enforcement of quality and architectural standards.
• Reduced risk of system outages, project failures, application maintainability drift, regulatory non-compliance, security, and outsourcing vendor lock-in.
• Improved productivity with unbiased measurement of development output AND application technical knowledge needed in must-have situations.
� http://mitsloan.mit.edu/cisr/r-itgovernance.php


� “A Cry for Full-Cycle Governance” CIO Magazine August 1, 2003


� http://www.standishgroup.com/sample_research/PDFpages/q3-spotlight.pdf





1

