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What is Pocket PC?
Pocket PC is one of the latest and hottest mobile communication devices. It’s handy and is highly rich in features when compared to a Palm Top. Pocket PC substitutes the computer, for minimal features like browsing, sending email, scheduling appointments etc and also it runs applications built to run on Windows CE platform. Applications for the Pocket PC are being currently developed using Embedded VB (eVB), Embedded VC++ (eVC++), and J2ME etc.
What does this paper address?
The focus of this paper is to address the issues related to testing the applications developed for the Pocket PC. Is testing the Pocket PC application same as testing a normal client/server application? How does it differ? What do we need to test? Etc. are the issues which will be address.

What is Windows CE?
Windows CE is the platform on which the Pocket PC works. The size of Windows CE is around 4 to 5 MB. It is available in many local versions such as French, Japanese etc. 
Windows CE is a newer generation of operating system from Microsoft. Its main goals in the architecture is to run in a small amount of ram, and be able to be suspended and resumed.  There are multiple features and components of the operating system.  These features include storage, RAM, ROM, multitasking and real time. 

What is ROM Used For?

The ROM (Read Only Memory) of the system is used for multiple purposes.  First there is a section to perform a basic loader of the kernel and allow access to the ram and ROM portion of the storage.  So some programs are stored in ROM and executed in ROM.  This is known as Execute In Place (XIP).  Also, the ROM is compressed so the OEM can maximize the amount of programs and data that is stored there.  The newer devices use flash memory for the ROM so they can be upgraded. The current upgrade process requires the user to install a full set of the whole ROM onto the device.  It does not allow the user to upgrade selected files in the system.  Also, if there is (a need for a patch, the OEM can install an updated file in RAM and it will logically replace the ROM file when required.

Multitasking and What It Does for Me

Part of the basic design of Windows CE was that it would be a single user operating system with multitasking.  Multitasking means that the operating system is able to run more than one application at a time.  In the case of Windows CE, preemptive multitasking occurs. Each application is guaranteed that it will have a time slice to have the opportunity to run.  This is the same principal that is used in Windows NT, 2000 and XP.  As a consequence of this the user is able to see that multiple applications are running at once.  For example the user can use Windows Media Player to play a .MP3 file in the background while using another program in the foreground. There are times when having multiple applications running at once causes the foreground application to slow down noticeably.  This slowdown is due to the amount of time that the operating system is spending servicing background applications.  In these instances, it is recommended that users consider performing a soft reset.  There is a limit of up to 32 applications running at once because each application requires its own memory slot.  However some systems like the Pocket PC limit the number of applications to attempt to address the performance tradeoff of supporting multitasking.

Real Time

In Windows CE 3.0, Microsoft changed the amount of time that the kernel of Windows CE switches between applications to 50 milliseconds or less.  This change allows the operating system to service functions in nearly real time.  By achieving this goal, Windows CE can be used by hardware developers for data acquisition from real time monitors.  Also, this has a positive impact on the perceived system performance by end users.  When Windows CE is running more than one application at a time, the user sees that the system is very responsive and fluid.  This responsiveness is due in part to the reduction in the amount of time it takes to switch between applications.  Prior versions of Windows CE took approximately 250 milliseconds to switch between applications so the reduction to 50 milliseconds represents a major reduction in the amount of time the system spends servicing other programs.

Directory structure of Pocket PC
The Directory structure of a Pocket PC is as follows:

	Windows CE 2.0 Handheld PC Directory Structure

	Directory
	Description

	\Control Panel
	Applets to configure system

	\Databases
	Object store - Appointments, Contacts, other databases, registry.

	\My Documents
	Where you store documents from Word or Excel

	\My Documents\Synchronized Files
	Where you store documents to be automatically synchronized to the desktop

	\Program Files
	Where programs should be stored. Use subdirectories to organize them.

	\Program Files\Accessories
	Shortcuts to Accessories stored in the \Windows directory

	\program Files\Communications
	Shortcuts to Communications stored in the \Windows directory

	\Program Files\Communications\Mail Attachments
	This is where your mail attachments are stored.

	\Program Files\Games
	Shortcut to Games stored in the \Windows directory

	\Program Files\Office
	Shortcut to Office (Excel and Word) stored in the \Windows directory

	\Program Files\Office\Templates
	This is where the templates are stored.

	\Program Files\Pocket Outlook
	Shortcuts to Calendar and Contacts stored in the \Windows directory

	\Storage Card
	flash card or sram

	\Storage Card2
	flash card or sram

	\Temporary Internet Files
	Pocket Internet Explorer Cache

	\Windows
	All .DLLs, help files, sounds and backgrounds are stored here

	\Windows\Desktop
	The desktop shortcuts

	\Windows\Favorites
	Explorer Shortcuts to favorite websites

	\Windows\Fonts
	Truetype fonts are placed here.

	\Windows\Programs
	This is where the start menu shortcuts are stored

	\Windows\Programs\Accessories
	Accessories shortcuts menu

	\Windows\Programs\Applications
	Applications shortcuts menu

	\Windows\Programs\Communication
	Communication shortcuts menu

	\Windows\Programs\Games
	Games shortcuts menu

	\Windows\Programs\Office
	Office shortcut menu

	\Windows\Programs\Pocket Outlook
	Pocket Outlook shortcut menu

	\Windows\Recent
	Shortcuts to recently accessed files

	\Windows\Startup
	Programs run on reset (not power up)


Testing Mobile Applications
Testing Mobile Applications is indeed different from testing normal client/server or web based applications. Today’s world is full of wireless connectivity and mobile devices. The most popular wireless connectivity being 802.11b WLAN and mobile devices being Pocket PC’s and PDA’s. 

While testing these type of applications, the following basics should be taken into consideration:
· Verification of baseline functionality and features.

· Checking the design and proof-of-concept solutions against user requirements early in the development cycle.

· Testing under tightly controlled conditions to validate executable code against design during later stages of the development lifecycle.

· Compatibility testing all known, planned variations in the software and hardware configurations within which the application will run.
· Exposing the entire system or application to unexpected events, faults in dependent databases, networks or applications, or unpredictable user behavior.

· Subjecting the software to volume, load and stress conditions to gauge performance at the boundaries of its designed capacity and measure actual limitations of that performance, and

· Determining if the application or system not only meets formal design requirements, but also whether it will be usable and meet the needs of its users.

When it comes to testing mobile solutions, a strategic approach takes into account a number of characteristics unique to the mobile paradigm.

· The increased complexity of emerging handheld devices.
· Increased complexity in handheld devices.

· The greater sensitivity to security and load related problems in wireless infrastructure, and

· Increase complexity of scale.

Testing Applications on Pocket PC
Testing applications on Pocket PC requires a special strategy and plan. It’s different from testing normal client/server or web based application. Testing applications for Pocket PC is like a mixture of strategies applied for testing client/server and web based applications. The test strategies applied for testing client/server applications like compatibility on different platforms, different hardware and software considerations, user interface and the strategies adopted for testing web applications like compatibility on different browsers (if it’s a web application for Pocket PC or PDA), Security (authentication, authorization, data confidentiality) should be taken into consideration.

Apart from the above stated there are few more extra issues which we need to address while testing applications for Pocket PC such as:

1. SIP (Soft Input Panel): The SIP is used to enter text information to Pocket PC. Due to its ability of hiding/showing itself depending on the type of input field, it may produce bugs if you switch it manually from your application.

2. Full Screen: Using Pocket PC full screen mode is different from the way it is done on desktop PC and may have many defects. Full screen related bugs usually disappear when another window is being activated. It happens because the task bar is not being hidden but placed just under your program. To test your application, switch between different applications and check what happens when popup windows appears within your application. 
3. Memory Management: Pocket PC memory management is based on the following rule: “Application should not be closed before system memory runs low”. If the memory is low, system forces the application to close, and some applications do not close correctly. Also, memory division between storage and program areas can lead to unexpected program behavior.
4. CF Card: Applications stored on a memory card can be run as if they were in main memory. But removing CF Card from the slot may cause a crash if the program is exchanging data with CF card without tracking its presence. 
5. Today Screen: This is the most vulnerable part of the Pocket PC. Many bugs arise when going to the Today screen when your application is running. Try using today screen the maximum when the application is running to find the defects.
6. Build in PIM Database: Pocket PC has a built in PIM database that is used for storing contacts, emails, tasks and appointments.
7. Help: All Pocket PC applications should provide help through Help item in the start menu. There is a standard for help files and their usage in your applications.
8. Synchronization: Almost all the Pocket PC applications communicate with the desktop computer (like ActiveSync). 
9. More difficult to automate: Automating applications on the Pocket PC are a major hurdle. There are not many automating tools available (hardly any at the moment), so testing load and performance of these applications is still a big question. Major functionalities like Power On and Off, inserting or removing the CF Card, the process of synchronization cannot be automated. 
Major areas of finding bugs on Pocket PC
Major areas to concentrate while testing applications for Pocket PC have been address above. Also we need to look at few more aspects carefully.

1. There are 3 different architectures in Pocket PC’s. Different vendors use different architectures. To ensure that the application works fine, one should test application on all the three architectures by compiling executables for all the 3 and test on each corresponding device. The most problematic device is the HP Jornada 540. This has the slowest processing speed than the other two. 
2. Concentrate more on Today screen. If you start the Today screen when your application is running, there are many chances that your application will be shown instead of the selected today screen. This should not happen.
3. Full screen bugs usually occur when you switch to another application and back or when a popup window or SIP is shown. 
4. Concentrate on testing for memory leaks. Leave the application running (you can switch your device off, but still the application keeps running as there is no concept of shut down in a Pocket PC) for days and weeks and check if there are any memory leaks.

5. If your application is addressing huge market, don’t ever forget to test it on different language versions of the Windows CE. There are differences between English version and Non-English versions. 
Types of Pocket PC Applications
There are three types of applications which can be developed for Pocket PC, like:

1. Stand alone application which works on the Pocket PC itself.

2. Application which connects to the back-end thru Active Sync.

3. Application which works in sync with a back-end thru Wireless LAN.

The differences can be quoted as follows:

1. The Stand alone application has all the required components on the device itself. This application does not work with any other outer components (i.e.) it does not have a separate back-end or does not communicate with some other application components to work with. There is no data or information transfer also. For example a calculator on Pocket PC is a stand alone application for the device.

2. Application can be developed which communicate with outside components or a different back-end. The Pocket PC is connected to the desktop thru the cradle. Microsoft Active Sync is an application which helps the device to communicate with the desktop. This application on the Pocket PC transfers data only thru this, but not thru any other source like Wireless LAN. This type of application cannot work as stand alone application. 
3. Applications can be developed which communicate with the outside components or a different back-end. The Pocket PC can be using a wireless LAN and there is a continuous data transfer from the device to the back-end. These applications need to be carefully build/structured so that there is no data loss.

The only difference between applications communicating with Active Sync and Wireless LAN is that, the application communicating thru Active Sync communicate with the other components or the back-end only when the device is placed in the cradle, else the data is stored locally and sent to the desired destination when the device is placed in the cradle. 

While the applications using Wireless LAN communicate continuously with the back-end or the outer components. This communication also happens when the wireless LAN card is fitted to the device; else the data is stored locally and sent when the device is in LAN. 

There are no applications which are being developed separately for using Sync and wireless LAN. Applications are being developed for use, when using Active Sync or the wireless LAN. 

Security
Implementing security in a Pocket PC is a 
challenging job. Let us assume that there is a Patient Management application on the Pocket PC. The patient information is updated and maintained in a back end database server every minute. Now the application on the Pocket PC has to continuously communicate with the back end server and keep downloading the information at regular intervals. This patient information is very important and should maintain confidentiality all throughout. The application should take care of encrypting the data at the back end server, then sending the information to the device thru the wireless LAN. The application then in return should decrypt the data and store it in the local database. In the same way, if the application on the device has a login screen, the login information should be validated at the back end server. The login credentials are encrypted and sent over to the back end; the server decrypts the information and authenticates or rejects the login. The success or failure of login information should be sent back to the device in the same way. 
This communication is similar to a web application, where the user sitting somewhere in the world trying to login to his email account. The login information has to be sent to the server for authentication and the result should be got back. 

In the case of the Pocket PC, maximum usage of the application is over the Wireless LAN. We should implement higher levels of security for the transmission, as there are more chances of the information getting trapped. 

While proceeding further, we shall discuss all the above mentioned aspects along with few others.

Types of Testing
The Pocket PC application has the same phases/types of testing to be conducted as a normal client/server or Web application. 

The common testing to be conducted is as follows:

1. Unit Testing.

2. Integration Testing.

3. Security Testing.

4. Performance Testing. 

Here it is a bit difficult to concentrate on System Testing. As the components are developed on embedded platform, its better to address System and Integration testing at once. 
There are few important issues which should be addressed during testing of applications for Pocket PC.
The below table describes what issues we take care during which phase of testing.


1. Individual fields and screens.

2. Memory management.
3. Power on/off sequences.

4. Application running for long durations. 
5. Synchronization.

6. Functioning of the application on the whole.


7. Security Implementation.


8. Performance monitoring. 
Let us look in more detail, of each issue.

Unit Testing

1. Individual fields and screens
The applications for Pocket PC are built using Embedded Visual Basic (eVB), Embedded Visual C++ (eVC++), and Java Micro Edition. 
Testing user input fields for your Pocket PC application is very much important. It’s almost the same like the normal desktop applications, but few variances can be noticed. 

Let us look at some of the commonly used fields in Pocket PC applications.
1.1 Text Box.

1. Check if the text box can be empty.
2. Check if the text box needs to accept alpha numeric characters only.

3. Check if the text box needs to accept special characters.

4. Check if the text box has a limitation to field length.

5. Check if the text box is a password field, if so check if it displays the mask character instead of the original input.
6. If the text box is a password field, check if cut/copy and paste does not function.

7. If the text box is a password field, check if it does not accept blank spaces as input.

8. Check if the text box needs to support auto fill option (example, when you type an alphabet, it has to fill in the remaining part of the word if the word is previously entered in the text box).
9. Check if the text box needs to support scroll bars.
10. Check if the text box needs to support multi lines of text.
11. If the text box needs to display default values, check if they are displayed.

1.2 Combo Box.

1. Check if the combo box displays the required default values.
2. Check if the combo box has auto fill option.

3. If the combo box supports auto fill, then check upon entering a character, the list is moved to the list where the starting character is the character entered. 

4. Check if the combo box is editable or non-editable.

5. Check if the combo box supports multi selection. A combo does not support multi selection.

6. Check if it’s a non-editable combo, then user input is not accepted. 
1.3 Check Box.
1. If the default value of a check box should be checked, check if the box is checked.
2. If there are two or more check box’s which can be selected by the user, check if they can be selected. If I select one the other should not be de-selected.
1.4 Option Button.

1. If the default vale of the Option button should be selected or On state, check if the option button is selected / On state.
2. If there are two or more option buttons, from which the user needs to select one, check if only one selection is allowed.

3. Check if multi selection is not allowed for option buttons.

1.5 Command Button.

1. Check if the command button is enabled when required and disabled when not required.
2. Check if the command button is dynamic (Dynamic buttons are those which change their functionality during the course of working of the application. Ex, a <New> button can be changed to <Save> dynamically once I click on it. This is basically to reduce the number of buttons on the small screen) if dynamic, check if the button functions as required.
1.6 List View.

List view is one of the important components of User Interface design. There are situations where a grid control comes to competition with the list view many a times. One underlying factor to point out is that data retrieval is faster in a grid control than in list view. The following can be considered while testing the list view.
1. Check if the columns are being displayed as required.

2. Check if there are no extra columns displayed which are not required (This usually happens when using list view for Pocket PC applications).

3. Check if the re-sizing of columns is done properly in the list view.

4. The column should not be completely merged to the preceding or the previous column when minimized. 

5. Sorting on each column (if provided) should not interchange the data.

6. If there is a date and time column, check if the sorting is correct. 
7. If re-ordering of the columns is provided, check if data is not lost while moving the columns.

8. If data is more, check if appropriate horizontal or vertical scroll bars are displayed. 
9. Check for the time taken to display data on the list view, when data has to be taken from the database.

10. If the list view has to update data when entered, check if the data is properly appended and updated. 

1.7 Tree View.

Tree View is a complex and important component in the UI design. Tree view provides for displaying data in tree format. The following needs to be considered while testing the tree view control.
1. If data needs to be retrieved from the data base, check if the data is properly displayed.

2. Check for the collapsing and expanding the items in the tree view. 
3. Check if the branching in the tree view is proper and correct. 

4. If a main item in the tree view is deleted, check if the corresponding branches for the item are also deleted.

5. If a branch of the item in the tree view is deleted, check if the tree view is refreshed and displayed without the deleted item. 
1.8 Label.
1. Check if the label is not editable (unless explicitly mentioned).
2. Check if all labels are aligned properly.
3. Check if the content in the label is completely displayed. 

4. Check if the label is non movable and locked. 
1.9 Soft Input Panel (SIP)

The Soft Input Panel (SIP) is a major area of concern in the Pocket PC. There are certain checks for the SIP.
1. Check if the SIP does not display the auto word complete for password fields (This is a very important check).

2. When the user gets the focus to a user input field, check if the SIP is displayed.

3. Check if the “Options” for SIP can be altered when anywhere in the application. 
4. Check if the Block Recognizer and Letter Recognizer are working for user input fields in your application. 
2. Memory Management

A typical memory management scenario can be addressed as follows:

1. Check for the initial memory state and usage.

2. Launch the application.

3. Begin to click on different input fields, check boxes, and other interface elements, change options for some time and check for discrepancies. 

4. Open and close the application number of times.

5. Make different actions within the target application, intensively.

6. Check the final memory state and usage.

7. Check for memory leaks on errors.

8. Check if the application can work on low memory conditions.

9. Check for memory leaks when the application is being unloaded. 

3. Power on-off Sequence

The Power on/off sequence is a very important test for Pocket PC’s, because there is no concept of shut down. If an application is open and the power is switched off, the application is still running. The next time you switch on the device, you can see your application running. Some of the areas you might need to test are as follows:
a. Keep the application running, switch off the device and then switch it on. Check if the application is still running.

b. If you are saving something and the power goes off, check upon charging the battery if the data you were saving is being saved or lost. (This is a very important test).
c. While using the device if the battery completely drains off and the device switches off itself, check upon charging the device, the application is still running or closed. 
d. Keep the application running, switch off and on the device continuously and check if there are any discrepancies. 

e. If the application has application session time out set, then switch off the device and switch it on again after the application session timeout time and check if the application is logged out or not.

f. Keep the application running, switch off the device and switch it on the next day. The application should be still running. 
Other important tests
There are also other important conditions to be tested while testing your Pocket PC application. Few of them are listed below:

1. Check for Cut, Copy and Past operations.

2. Application should not crash when copying and pasting anything else than numeric or alphanumeric characters, like XML files, images, bit map files etc).

3. Check whether your application short cut and the application icon in the program file folder works fine.

4. If your application has the feature of recording, check whether the audio files are stored in proper place in your database.

5. Check when you try to playback your recordings, the device default audio files are not loaded into your application.

6. Check when saving if the power is off, there is no crash. The data should be saved next time when the device gets the power (This condition is important when your application is running and the battery backup is completely drained).

Integration Testing 
4. Application running for long hours
Application running for long hours in the Pocket PC might cause discrepancies due to the low processing memory in the Pocket PC. The following need to be addressed:
1. Keep the application running for long hours and check if the application does not hang.

2. Keep the application running for long hours and check if the application does not close down automatically. If this happens, then there are many chances of memory leaks.
3. Keep some applications running along with your application and keep switching between applications, check if your application does not close down automatically or hang. 
4. If the application supports login functionality and there is expiry for the login log file, check if the application does not login even after the log file expires.

5. Synchronization
Synchronizing your Pocket PC with the desktop is a common scenario. We should check for certain things while this happens.
1. If your application is running and simultaneously the device is being synchronized with the desktop, check if the application does not hang or close down automatically.

2. When synchronizing the device, check if there are no discrepancies in the application data.
3. If your application also can be synchronized with the desktop, check if there is no data loss or data misplacement while synchronizing.
4. If the application is running and you synchronize the same with the desktop, check if the application is not hanged or closed. 
5. If the synchronization is going on and the power goes off, check if there are no discrepancies to the synchronization process and the data transfer. 

6. Keep the device for synchronization. While the synchronization process is going on, remove the device from the cradle. The application should not hang or close down.

6. Functioning of the application on the whole
The most important aspect of testing application for Pocket PC is the functioning of the application on the whole. Applications for Pocket PC are usually designed to take very less space in the device. Using dynamic forms and controls is very much required to achieve this. While testing, these issues also need to be addressed aggressively. 
1. Check for the speed of switching between screens.

2. If you are in one form and trying to do something, check if the operation does not stop suddenly. (Example, if you are in the search screen in your application, while searching or upon clicking on the form, the application should not switch to another form which is of no concern). 
3. The screen flow should be smooth and clear.

4. Application should not end abruptly at any point of time while it is running. 
5. Check the behavior of Today screen (this is the most problematic area). When your application is running and if you click to move to the today screen from the start menu, there are many chances that your application is displayed and the today screen is not displayed. 
6. If you have more than two applications open, switching between these applications might sometimes not be smooth. Check if the switching between applications is smooth. 

7. If once the application is started, and if the user tries to start the application once again it should not be started. In a simple sentence, the application should not have multiple instances at any point of time. 

7. Security Testing
Security testing of applications on Pocket PC is very important. The wireless device is always with the user. There are many chances of misuse. Applications should be designed in such a way so that they can withstand any unauthorized usage. 
Some key issues are pointed out here:

1. If the user closes the application, check if the application closes completely. No instances of the application should remain anywhere in the memory. 
2. After the application is closed and the user clicks to open it again, the login page should be displayed, but the application cannot start in between (only if the application has login page functionality).
3. The user name and password in the login page should NOT have the feature of auto fill. 

4. The user name and password should not be saved in the fields.
5. Once the application is closed, check if the application is not running in the memory of the device (If you are using a Compaq iPaq Pocket PC, you can check the same from Start Menu -> Settings -> System -> Memory). 

6. Once the application is closed, no instances of the application should be running anywhere in the device (This can be checked in the Memory and also in the tasks list). 
7. Transfer of data over the Wireless LAN should be properly encrypted and decrypted. 
8. In an application where login functionality is involved, if there are two users using the same device, the data should not be interchanged or mixed. 

9. Two separate login log files should be maintained, if two users are using the same device. (In an application where login functionality is addressed).

8. Performance Monitoring
Monitoring the performance of applications for Pocket PC is a very difficult task. At present there are no tools to test the performance of applications for Pocket PC. 
1. If the application is a multi user application which interacts with the back end at every point of time, then there should be special tests to test for number of users at a single point of time. 
2. Application should be tested to monitor the performance when the application is running for long hours; the application should not slow down at any point of time. 
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