Unlocking the Benefits of IV&V
By Jim Gates, Senior Practice Manager, Questcon Technologies
To improve quality when building a software system and ensure the delivered product satisfies business user’s operational needs, Independent Verification and Validation (IV&V) is fast being recognized as an important step in the software development process.  IV&V is a series of technical, managerial and financial activities performed by resources independent of the project team to provide management with an assessment of the ongoing health of a project.  The IV&V assessment and associated recommendations provide management and the project team with actionable advice based on industry standards and best practices.  
By focusing on an unbiased audit and assessment of processes and deliverables, IV&V ensures goals are met for cost, dates and results.  The benefits include reduced creation of defects, increased detection of defects, risk mitigation and greater visibility at the financial, managerial and subject matter level.
Verification is the process of evaluating a system or component to determine whether the products of a given development phase satisfy the conditions imposed at the start of that phase.

· Are there defects in the design or code that cause unexpected results or fail to cause expected results with the import or export of data, user interface or hardware performance?

· Does the software work as expected for function and performance?

· Are we building the system correctly?

· Are applicable industry and best practices and standards being employed?

Validation is the process of evaluating a system or component during or at the end of the development process to determine whether it satisfies specified requirements.  Validation is focused on the process used to build/deliver the application and takes more of an audit approach.

· Is it internally complete, consistent and sufficiently correct to support the next phase?

· Does the system satisfy business and/or operational requirements?

· Are we building the right system?

· Are we following the defined process and executing to defined standards?

IV&V introduces objectivity, helps maintain an unbiased technical viewpoint and supports objective engineering analysis.  It promotes earlier detection of software/process errors to ensure peak detection is completed during the creation phase.  This dramatically reduces the effort and cost of removing detected errors, enhancing operational accuracy and reducing variability in development process.  IV&V should be viewed as an overlay process that complements the project lifecycle and is adaptive to the needs of unique applications.

Overall, verification and validation is a systematic approach for ensuring that a product is being built right, and that the right application is being built.  Because IV&V is backed by the support of the customer while also being developer independent, it increases the effectiveness of a project.  True IV&V relies on technical, managerial and financial independence and is performed in parallel with the development process.  IV&V also extends beyond the software engineering process into the assessment, customization and implementation of application software.

There are three analytical approaches to IV&V

· Static Analysis - The direct analysis of the form and structure of a product without executing it. This includes reviews, inspections, audits and dataflow analysis.

· Dynamic Analysis - The execution or simulation of a developed product to detect errors by analyzing the response of the product to sets of input data where the range of output is known.  This is also known as testing and prototyping.

· Formal Analysis - The use of rigorous mathematical techniques to analyze the algorithms of a solution, including formal proof of correctness and algorithmic analysis.
There are several key focus areas for IV&V

· Requirements Verification - Confirms the software and interface requirement specifications are consistent with system requirements in a way that is unambiguous, complete, consistent (internal and inter-relational), testable (or verifiable) and traceable.

· Design Verification - Ensures that interfaces between hardware and software are appropriate. Verifies that Interface Design Documents (IDD) are consistent.

· Software Test Plan and Software Test Description Verification - Looks for effective test coverage. It is important to build and examine traceability tables and document software requirements design artifacts. Data structure and algorithm analysis are also needed here.

· Implementation Verification - Ensures that design is accurately reflected in the implementation. Verifies that approved standards/practices are followed such as for coding, documentation, naming, data dictionary terms and completeness and correctness of algorithms.

· Application Verification - Allows for the verification of adherence to Software Test Plans and Software Test Descriptions. A duplication of some tests by an independent party ensures correctness.  Often what surfaces are perceived but unproven weaknesses, previously found but unsolved problems, stress tests that crash the system.

· Process Validation – Ensures that client standards and industry best practices are being employed to develop the product or execute the project.

IV&V offers several benefits which make it a popular practice including financial value, operational efficiency and increased quality. 

Financial Value

Many senior management teams believe that IV&V is cost prohibitive.  Full-phase IV&V increases development costs 10 percent to 20 percent.  This only translates to 3 percent to 4 percent of total lifecycle costs.  However, the savings through earlier and more thorough detection can be 200 percent or more than the cost of the IV&V work itself.

From a maintenance perspective, one of the more crucial support items is documentation.  An accepted fact (supported by numerous studies) is that post-deployment maintenance accounts for approximately 60 percent to 80 percent of the true life-cycle cost of an application.  To facilitate effective post-deployment maintenance, the delivered documentation must reflect the actual application design, implementation and operational profile.  The constant oversight of the IV&V group along with the insistence of the group that noted anomalies are addressed and resolved results in higher quality documentation and training materials.

Operational Value

The benefits derived from employing IV&V are substantial and span the product life cycle, beginning with improved requirements specifications and ending with a complete, more maintainable application that meets user needs.  In effect, IV&V can be viewed as an effective risk mitigation strategy that significantly increases the probability of producing a quality application, on time and within budget.

Quality Benefits

Although an IV&V firm cannot control the quality of the primary vendor’s personnel, methodologies, work habits or commitment, an IV&V vendor can and should diligently review and analyze results, challenge and recommend processes and proactively protect the interests of the client.

A project of this scale will benefit significantly from even minor process changes that prevent just a small percentage of defects and/or detect those defects as close to the point of creation as possible.  In software development, the expense and time to repair defects increases exponentially the later a defect is detected in the process.  An ambiguous requirement that is detected during user acceptance testing will cost up to 100 times more to repair than if it is caught prior to technical specifications.  It is the responsibility of the IV&V vendor to sample test for defects at each stage, to audit the primary vendor’s project management processes for deviation and to constantly challenge the comprehensiveness and accuracy of each deliverable and milestone achieved.
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