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Janna Loeffler

Janna Loeffler has more than fifteen years of software quality experience. She holds a
bachelor's degree in computer engineering and a master's degree in business
administration. Working in a variety of software engineering roles, including
development, testing, quality assurance, and DevOps, has provided her with a holistic
view of software engineering. She has worked on a wide variety of products, such as
industrial controls, embedded medical devices, websites, mobile applications, and
theme park attractions. Janna has a passion for helping people build high2 quality
software more efficiently.

Yesenia Yser

Yesenia Yser has over eight years in Information Technology and Software Security.
She holds a bachelor's degree in computer science and a master's degree in digital
forensics. Her professional background is composed of security software
development and incident response, with emphasis on customer support,
communication, training, security, and leadership awareness. She has managed and
worked on a wide range of tools, such as certificate authority, encryption service,
detection and alerting, mobile applications, and risk evaluation tools on a global
scale. Yesenia is also passionate learner who studies Brazilian jiu jitsu and yoga in her
free time.



4/24/19

SECURITY POLICE OR
SECURITY PARTNERS?

REALITY CHECK

TESLA MODEL S

UPGRADED AUTOPILOT, FULL
SELF-DRIVING CAPABILITY,
AND THE WORKS (~10K)

SPENT OVER 70K

ARRIVED VERY LATE
YESTERDAY

YOU DECIDE TO DRIVE IT
TOMORROW




WATCH THIEVES STEAL YOUR CAR WITH ONLY A MOBILE
PHONE AND A TABLET!

HFAITH CHECK

Az

{ U.S. Department of Health and Homan Services

ipZY U.S. FOOD & DRUG

ADMINISTRATION .

Firmware Update to Address Cybersecurity g
Vulnerabilities Identified in Abbott's (formerly St g

Jude Medical's) Implantable Cardiac ) : :
Pacemakers: FDA Safety Communication 'k a pacemaker, killa man(nequm)

Researchers decided you don't need to be a pen tester to wirelessly hack a
pacemaker, to successfully launch brute force and denial of service attacks that
can kill iStan simulated humans.

Hackmg risk leads to recall of 500,000
pacemakers due to patient death fears

FDA overseeing crucial firmware update in US to patch security
holes and prevent hijacking of pacemakers implanted in half a
million people
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WHAI ARE TOP
CYBERSECURITY
THREATS FACING THE
ENTERPRISE?

OWASP TOP TEN

° TOP TEN WEB VULNERABILITIES 2017 o TOP TEN MOBILE SECURITIES 2018
INJECTION > IMPROPER PLATFORM USAGE
BROKEN AUTHENTICATION o INSECURE DATA STORAGE
SENSITIVE DATA EXPOSURE 5 INSECURE COMMUNICATION
XML EXTERNAL ENTITIES (XXE) O INSECURE AUTHENTICATION
BROKEN ACCESS CONTROL O INSUFFICIENT CRYPTOGRAPHY
SECURITY MISCONFIGURATION o INSECURE AUTHORIZATION
CROSS-SITE SCRIPTING (XSS) 5> CLENT CODE QUALITY
INSECURE DESERIALIZATION o CODE TAMPERING
USING COMPONENTS WITH KNOWN o  REVERSE ENGINEERING
VULNERABILITIES > EXTRANEOUS FUNCTIONALITY
INSUFFICIENT LOGGING & MONITORING
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1. Admin

2.123 (or) 1234

3. Password : Yeold/.\R ‘
110011001010011001001110010101001001 101001001001 1001 1001010010101 11001 E " G I " EERI " 2
v/’
1\

5. Internet ; /
fiow = - i " A

4, Guest 1001100101001 1A110110011001010101) 10010100041001101100110011010101010

6. Default
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SEE FULL EPISODE AT:
HTTPS://WWW.YOUTUBE.COM/WATCHeV=F/8UDORLL-Q

TOP
G COMPLAINTS
ABOUT
SECURITY
1
ard
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WHY DO | HAVE TO GET PERMISSION OR GO THROUGH ACTIVE DIRECTORY FOR ACCESS2
SERVICE ACCOUNTS
USER ACCOUNTS

USER ROLES AND PERMISSIONS

WHY CAN'T | JUST USE GOOGLE DRIVE TO SHARE MY DOCUMENTS ¢

CLOUD PROVIDER BREACHES
WHY CAN'T | JUST USE THIS OPEN SOURCE TOOL | FOUND ON GITHUB?

WHY DO | HAVE TO DO TWO FACTOR?Z ISN'T MY PASSWORD GOOD ENOUGH?
ATTACK LAYERS

SOCIAL ENGINEERING

Information

DeAtantinba

- ’
\ A




“STARTS

TRAINING

CYBRARY

98-379 Software Testing Fundamentals

The 98-379 Practice Lab will provide you with the necessary platform to gain hands on skills in Microsoft Visual
Studio. By completing the lab tasks you will improve your practical skills in creating software tests, automating
software testing, testing fundamentals and methodologies, managing software testing projects and working with
bugs. These same tasks will help you understand the objectives..

- Security Assessment & Testing
Morocouse | oray | Begimer 1 hour

This process determines how effectively an entity being assessed meets specific security objectives. It is not meant
to take the place of implementing security controls themselves

HOW CAN

YOU BECOME

A SECURITY
PARTNER®?

*SECURITY +

*CERTIFIED INFORMATION SYSTEMS SECURITY
PROFESSIONAL (CISSP)

*CERTIFIED SECURE SOFTWARE LIFECYCLE
PROFESSIONAL (CSSLP)

*CLOUD SECURITY BASED CERTIFICATE
«GOOGLE
*AMAZON

* HTTPS://APP.CYBRARY.IT/BROWSE
«FREE ACCOUNT
«EARN CPES

L EARN AND READ THE LATEST CYBER
SECURITY

«NETWORK WITH SECURITY PROFESSIONALS

*BECOME AN INSTRUCTOR
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4/24/19

VIGBTe

Security

Detailed Verification Requirement
Architecture, design and threat modelling
Verify all application
Verify all third party v frameworks, and checked for known vulnerabilities.
Verify that security controlsare never enforced only on the client side, but on the respective remote endpoints.

and areknown

Verify that a high-level and all connected addressed in that

v nsitivein
Verify all in terms of curity functi o
Verify that a threat model for , which threatsand has been produced.
Verify all third party components have been assessed (associated risks) verify that isin pl h
each athird party component is published, and
Verify that all i

v arenot part of but that to operate, are clearly identified and the security
using those components are known.
Verify that it policy for Ideally, follow a key
management standard such as NIST SP 800-57.
Verify that i i rersion of
Verify that security aspart of lifecycle. If some or all of of b

tailored to the specific app.
Data Storage and Privacy

v credential such as user yptographic keys.
Verify that no sensitive data is written to application logs.

rify that with third parti isa part of

erify that on text inputs that
Verify that the clipboard s deactivated on text fields that may contain sensitive data.

[

AN N N N NENEN

Level 2

Status Comment

Testing Procedure

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

nja  TestingFor Sensitive Datain Local Data
Storage

N/A  Testing For Sensitive Datain Logs
Testing Whether Sensitive DataIsSent To

nja  TestingWhether Sensitive Datals Sent To
Third Parties

nja  TestingWhether the Kevboard Cachels
Disabled for Text Input Fields
Testing for Sensitive Dataiin the Clipboard

WHEN IS ENOUGH GOOD ENOUGH?

PASSWORD

15-20 CHARACTER +

MIXTURE OF LOWER, UPPER, AND ACCEPTED
SYMBOLS

USE A ONE TIME SECRET TOOL/METHOD

ASK SECURITY TEAM

STicky NOTES
EMAILING/ IMING PASSWORDS
CHILDREN/PET/IDENTIFIABLE DATA

SAME PASSWORD ACROSS ACCOUNTS

PASSWORD MANAGEMENT SYSTEM:

KEEPER
1PASSWORD
LASTPASS
DASHLINE

MORE ++
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ENCRYPTS AND PROTECTS YOUR
NETWORK TRAFFIC

v | R T U A |_ FREE AND PAID VERSIONS

CYBERGHOST

P R |VAT E HOTSPOT SHIELD

IPVANISH

NETWORK

MORE ++

VPN

© GreGhost
Protection enabled

You are anonymized and your
internet connection is protected
and encrypted by CyberGhost.

ETGEAR genie

Wireless Network: Carolina Ale House

®NETGEAR genie

172.16.10243
. AN
nternet “ Wireless Network: Carolina Ale House
é\.

Custom Name: 172.16.10243

WiFi Connection
Y Homo Typ: Notwork Dovie

Number of devices:13
Router Settings

Connection Type: Wirelass
Internet

Internet
Network Map P Address: 172.16.10243
WiFi Connection | ]
STATUS GOOD

Parental Controls Status: On Line

Router Settings I I 172.16.102.73

17216.10240 - E3

L Parental Controls I 1 ) V_i,."'naw.nz.m..m.m,_,_mm
+
i

MAC Adds DC:0C:5C:6E:1E:6C
ReadySHARE ress

AirPrint

My Media [

W
g )
ReadySHARE 172.16.10229 b\ \

Network Support
Network Map AirPrint

Number of devices: 12 My Media
172.16.102.15 I I 172.16.102.2

Network Support 172.18.102.9

Notify me of new devices that connect to the network 1<](<]122[»][>1




ETGEAR

Wireless Network: Google Starbucks

e

Internet

WiFi Connection

Router Settings

Network Map

Parental Controls

ReadySHARE

AirPrint

My Media

Network Support

AN
"\ 4
Internet

STATUS GOOD

uiiii

WiFi Connection

STATUS Connected

Select Language

English v

Router Settings

Click here

——

Network Map

Number of devices: 1

lkl

Parental Controls

Click here

ReadySHARE

Click here

SSL / TLS CERTIFICATES

4/24/19
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TWO-FACTOR AUTHENTICATION AND IAM SERVICES

o TWO-FACTOR AUTHENTICATION e |AM SERVICES
YUBIKEY OR U2F o SERVICE ACCOUNTS
PusH NOTIFICATION o ROLE-BASED ACCESS CONTROL
TIME-BASED ONE TIME PASSWORD (TOTP) o THIRD PARTY SAML AUTH
SMS / EMAIL (NOT RECOMMENDED) = AMAION

e TOTP TOOLS
m  GOOGLE

GOOGLE AUTHENTICATOR
m  FACEBOOK

AMAZON AUTHENTICATOR

FACEBOOK AUTHENTICATOR

TESTING

Fuzzy TESTING

‘ Testing Guide
AUTHENTICATION r e I e a S e
SANITIZE AND VALIDATE YOUR INPUTS

IF A USER CAN WRITE TEXT, THEY CAN EXPLOIT IT

*  RAINBOW TABLES FOR BRUTE FORCING

* INJECT SQL AND XSS DURING YOUR TESTING
ENCRYPTION IN TRANSITION AND AT REST

*  ENCRYPT PIl DATABASES

*  BUSINESS DEFINE PlII

PROPER ENVIRONMENT CONFIGURATIONS, SUCH AS

*  THRESHOLD

*  LOAD BALANCING

*  THROTILE

CACHING

11



SECURITY TOOLS

e STATIC CODE ANALYSIS
BANDIT (PYTHON)
BRAKEMAN (RUBY ON RAILS)
GRAUDIT

SONARQUBE

e PASSWORD MANAGEMENT TOOLS
LASTPASS

1PASSWORD

SECURITY TOOLS CONT.

e VIRUS SCANNING / MALWARE / ADWARE
MALWAREBYTES
BITDEFENDER ANTIVIRUS

KASPERSKY ANTIVIRUS
e  FILE TRANSFER

FILEZILLA
WINSCP (WINDOWS)

SCP COMMAND (UNIX TERMINAL)

EXPRESS VPN
NORDVPN

CYBERGHOST

TESTING TOOLS
N
ZED ATTACK PROXY
W3AF
SKIPFISH

POSTMAN

o NETWORK ANALYSIS

WIRESHARK
e PHYSICAL PROTECTION

PRIVACY SCREEN PROTECTOR
ALWAYS LOCK YOUR MACHINE!!!
STAY ACTIVE
m  SELF-DEFENSE WORKSHOPS
= MARITAL ARTS / MMA

m  CARDIO

4/24/19
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QUESTIONS2 CONTACT US!

YESENIA YSER YSER@ULTIMATESOFTWARE.COM @DORKTUX
ULTIMATE SOFTWARE

DIGITAL FORENSICS | INCIDENT RESPONSE | SECURITY SOFTWARE ENGINEER | JIUJITERIA/YOGI

RESPONSIBLE FOR DEVELOPING AND MANAGING INTERNAL SECURITY TOOLS AND FRAMEWORKS FOR
DETECTING, ALERTING, ENCRYPTION AND SECURITY STANDARDS AT ULTIMATE SOFTWARE

FUN FACT: FIRST PRESENTATION AND | GRADUATE TODAY!!

JANNA LOEFFLER JLOEFFLER@CARNIVAL.COM @JANNALOEFFLER
CARNIVAL CORP & PLC

SOFTWARE TESTING | TESTING LEADERSHIP | SITE RELIABILITY ENGINEERING (I DO “THE DEVOPS”)

RESPONSIBLE FOR DEVELOPING AND MANAGING THE TESTING AND QUALITY STANDARDS OF THE OCEAN EXPERIENCE
SOFTWARE AT CARNIVAL CORPORATION & PLC

FUN FACT: FIRST TIME PRESENTING AT STAREAST! (BUT NOT MY FIRST TIME PRESENTING)
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