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Janna	  Loeffler	  

Janna	  Loeffler	  has	  more	  than	  fifteen	  years	  of	  software	  quality	  experience.	  She	  holds	  a	  
bachelor's	  degree	  in	  computer	  engineering	  and	  a	  master's	  degree	  in	  business	  
administration.	  Working	  in	  a	  variety	  of	  software	  engineering	  roles,	  including	  
development,	  testing,	  quality	  assurance,	  and	  DevOps,	  has	  provided	  her	  with	  a	  holistic	  
view	  of	  software	  engineering.	  She	  has	  worked	  on	  a	  wide	  variety	  of	  products,	  such	  as	  
industrial	  controls,	  embedded	  medical	  devices,	  websites,	  mobile	  applications,	  and	  
theme	  park	  attractions.	  Janna	  has	  a	  passion	  for	  helping	  people	  build	  high2 quality	  
software	  more	  efficiently.	  

Yesenia Yser

Yesenia Yser has over eight years in Information Technology and Software Security. 
She holds a bachelor's degree in computer science and a master's degree in digital 
forensics. Her professional background is composed of security software 
development and incident response, with emphasis on customer support, 
communication, training, security, and leadership awareness. She has managed and 
worked on a wide range of tools, such as certificate authority, encryption service, 
detection and alerting, mobile applications, and risk evaluation tools on a global 
scale. Yesenia is also passionate learner who studies Brazilian jiu jitsu and yoga in her 
free time.
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SECURITY POLICE OR 
SECURITY PARTNERS? 

REALITY CHECK 

• TESLA MODEL S

• UPGRADED AUTOPILOT, FULL
SELF-DRIVING CAPABILITY,
AND THE WORKS (~10K)

• SPENT OVER 70K

• ARRIVED VERY LATE
YESTERDAY

• YOU DECIDE TO DRIVE IT
TOMORROW
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WATCH THIEVES STEAL YOUR CAR WITH ONLY A MOBILE 
PHONE AND A TABLET! 

HEALTH CHECK 
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WHAT ARE TOP 
CYBERSECURITY 

THREATS FACING THE 
ENTERPRISE? 

OWASP TOP TEN 

●  TOP TEN WEB VULNERABILITIES 2017 
○  INJECTION 
○  BROKEN AUTHENTICATION 
○  SENSITIVE DATA EXPOSURE 
○  XML EXTERNAL ENTITIES (XXE) 
○  BROKEN ACCESS CONTROL 
○  SECURITY MISCONFIGURATION 
○  CROSS-SITE SCRIPTING (XSS) 
○  INSECURE DESERIALIZATION 
○  USING COMPONENTS WITH KNOWN 

VULNERABILITIES 
○  INSUFFICIENT LOGGING & MONITORING 

●  TOP TEN MOBILE SECURITIES 2018 
○  IMPROPER PLATFORM USAGE 
○  INSECURE DATA STORAGE 
○  INSECURE COMMUNICATION 
○  INSECURE AUTHENTICATION 
○  INSUFFICIENT CRYPTOGRAPHY 
○  INSECURE AUTHORIZATION 
○  CLIENT CODE QUALITY 
○  CODE TAMPERING 
○  REVERSE ENGINEERING 
○  EXTRANEOUS FUNCTIONALITY 
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TOP THREATS 
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HTTPS://WWW.YOUTUBE.COM/WATCH?V=F78UDORLL-Q

TOP 
COMPLAINTS 

ABOUT 
SECURITY 
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●  WHY DO I HAVE TO GET PERMISSION OR GO THROUGH ACTIVE DIRECTORY FOR ACCESS?  

○  SERVICE ACCOUNTS 

○  USER ACCOUNTS 

○  USER ROLES AND PERMISSIONS 

●  WHY CAN’T I JUST USE GOOGLE DRIVE TO SHARE MY DOCUMENTS? 

○  CLOUD PROVIDER BREACHES   

●  WHY CAN’T I JUST USE THIS OPEN SOURCE TOOL I FOUND ON GITHUB? 

●  WHY DO I HAVE TO DO TWO FACTOR? ISN’T MY PASSWORD GOOD ENOUGH? 

○  ATTACK LAYERS 

○  SOCIAL ENGINEERING 
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HOW CAN 
YOU BECOME 

A SECURITY 
PARTNER? 

TRAINING
• 

• 

• 

• 
• 

• 

• HTTPS://APP.CYBRARY.IT/BROWSE

• 

• 

• 

• 

• 
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WHEN IS ENOUGH GOOD ENOUGH? 

PASSWORD

• 
• 

• 
• 

• 
• 
• 

• 

• 

• 

• 

• 

• 

• 

• 
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VIRTUAL 
PRIVATE 
NETWORK  
(VPN) 

• 

• 
• 

• 

• 

• 

• 
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SSL / TLS CERTIFICATES 
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TWO-FACTOR AUTHENTICATION AND IAM SERVICES 

●  TWO-FACTOR AUTHENTICATION 

○  YUBIKEY OR U2F 

○  PUSH NOTIFICATION 

○  TIME-BASED ONE TIME PASSWORD (TOTP) 

○  SMS / EMAIL (NOT RECOMMENDED) 

●  TOTP TOOLS 

○  GOOGLE AUTHENTICATOR 

○  AMAZON AUTHENTICATOR 

○  FACEBOOK AUTHENTICATOR 

●  IAM SERVICES 

○  SERVICE ACCOUNTS 

○  ROLE-BASED ACCESS CONTROL 

○  THIRD PARTY SAML AUTH 

■  AMAZON 

■  GOOGLE 

■  FACEBOOK 

TESTING 

•  FUZZY TESTING 

•  RAINBOW TABLES FOR BRUTE FORCING 
AUTHENTICATION 

•  SANITIZE AND VALIDATE YOUR INPUTS 

•  IF A USER CAN WRITE TEXT, THEY CAN EXPLOIT IT 

•  INJECT SQL AND XSS DURING YOUR TESTING 

•  ENCRYPTION IN TRANSITION AND AT REST 

•  ENCRYPT PII DATABASES  

•  BUSINESS DEFINE PII 

•  PROPER ENVIRONMENT CONFIGURATIONS, SUCH AS 

•  THRESHOLD 

•  LOAD BALANCING 

•  THROTTLE 

•  CACHING 
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SECURITY TOOLS 

●  STATIC CODE ANALYSIS 

○  BANDIT (PYTHON) 

○  BRAKEMAN (RUBY ON RAILS) 

○  GRAUDIT 

○  SONARQUBE 

●  PASSWORD MANAGEMENT TOOLS 

○  LASTPASS 

○  1PASSWORD 

●  VPN 

○  EXPRESS VPN 

○  NORDVPN 

○  CYBERGHOST 

 
●  TESTING TOOLS 

○  WAPITI 

○  ZED ATTACK PROXY 

○  W3AF 

○  SKIPFISH 

○  POSTMAN 

SECURITY TOOLS CONT. 

●  VIRUS SCANNING / MALWARE / ADWARE 

○  MALWAREBYTES 

○  BITDEFENDER ANTIVIRUS 

○  KASPERSKY ANTIVIRUS 
●  FILE TRANSFER 

○  FILEZILLA 

○  WINSCP (WINDOWS) 

○  SCP COMMAND (UNIX TERMINAL) 

●  NETWORK ANALYSIS 

○  WIRESHARK 
●  PHYSICAL PROTECTION 

○  PRIVACY SCREEN PROTECTOR 

○  ALWAYS LOCK YOUR MACHINE!!! 

○  STAY ACTIVE 

■  SELF-DEFENSE WORKSHOPS 

■  MARITAL ARTS / MMA 

■  CARDIO 
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QUESTIONS? CONTACT US! 

YESENIA YSER      YSER@ULTIMATESOFTWARE.COM   @DORKTUX     
ULTIMATE SOFTWARE 
 
DIGITAL FORENSICS | INCIDENT RESPONSE | SECURITY SOFTWARE ENGINEER | JIUJITERIA/YOGI 
 
RESPONSIBLE FOR DEVELOPING AND MANAGING INTERNAL SECURITY TOOLS AND FRAMEWORKS FOR 
DETECTING, ALERTING, ENCRYPTION AND SECURITY STANDARDS AT ULTIMATE SOFTWARE 
 
FUN FACT: FIRST PRESENTATION AND I GRADUATE TODAY!! 

JANNA LOEFFLER    JLOEFFLER@CARNIVAL.COM    @JANNALOEFFLER 
CARNIVAL CORP & PLC   
 
SOFTWARE TESTING| TESTING LEADERSHIP| SITE RELIABILITY ENGINEERING (I DO “THE DEVOPS”) 
 
RESPONSIBLE FOR DEVELOPING AND MANAGING THE TESTING AND QUALITY STANDARDS OF THE OCEAN EXPERIENCE 
SOFTWARE AT CARNIVAL CORPORATION & PLC 
 
FUN FACT: FIRST TIME PRESENTING AT STAREAST! (BUT NOT MY FIRST TIME PRESENTING) 




